MOLI Authentication and Authorization

industry-standard identity and access for every context

The Right Identity and Access
Control for Everybody.

MOLI supports standard username and password + 2FA via
TOTP, SMS, email, or voice code... alongside kiosk-native

barcode, RFID, magnetic stripe, and employee ID options.

Robust authentication is supported by granular

authorization controls, ensuring the right access is granted

in the right way to the right people.

HOW IT WORKS

Standard MOLI Access requires a username, password, and user-selected second factor: authenticator app
(TOTP), email, sms, or voice call. During the login process, users will receive a code from their preferred medium
and will need to enter the code to finish logging in.

Kiosk Access on the production floor can use a single-factor for login, such as barcode, keyfob (RFID), magnetic
stripe card, or entering an Employee ID on the keypad.

Multiple Sessions may be active simultaneously, allowing sharing of a single screen by multiple people.

REAUTHENTICATION WORKFLOW

Sensitive operations trigger a re-authentication workflow — requiring logged-in users to re-verify before their action can proceed.

For example: a Kiosk user may need to scan their badge; an admin might need to enter their password.
FROM ACCESS TO AUTHORIZATION

Once a person is authenticated, attention shifts to authorization — What are they allowed to do?
Permissions are granular and can be granted to specific People, Roles, or Groups.

Kiosk "Explicit Mode" limits permission scope to only the permissions necessary to run the prescribed functions of each kiosk.
LOGON HOURS

Access can be time-boxed as well as permission-boxed. Any Person, Role, or Group can be assigned a weekly Logon Hours
schedule, restricting exactly which hours logon is permitted. A Person's effective Logon Hours combine their own schedule with
those of every active Role or Group they belong to.

Login attempts outside permitted hours are denied and logged, and the person is informed why.

© 2026 Perdix Software, Inc. - MOLI", The MOLI System'’, Multi-Operation Lean Intelligence ", the MOLI Seal, MOLI Avatar, and MOLI trade dress are trademarks of Perdix
Software, Inc. - All other marks are property of their respective owners and are used for identification purposes only. . Actual results vary by facility size, product mix, and baseline
conditions. Availability, features, specifications, and pricing subject to change. . features-authnz . rev 2-perdix . 2026-10-06

Perdix Software

Identity is the foundation of accountability. Verify it properly. AXPICA  info@perdixsw.com
' (585) 471-6800

PERDIXSW.COM




